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Disclaimer: Lite Audit 
 

 
This is a limited report on our findings based on our analysis, in accordance with good industry practice 
as at the date of this report, in relation to cybersecurity vulnerabilities and issues in the framework and 
algorithms based on smart contracts, the details of which are set out in this report. In order to get a full 
view of our analysis, it is crucial for you to read the full report. While we have done our best in con-
ducting our analysis and producing this report, it is important to note that you should not rely on this 
report and cannot claim against us on the basis of what it says or doesn’t say, or how we produced it, 
and it is important for you to conduct your own independent investigations before making any decisions. 
We go into more detail on this in the below disclaimer below – please make sure to read it in full.  
 
Lite Audit Report—Our Lite Audit Reports are specifically tailored to ‘clones’ of other projects. As FairMoon 
is a SafeMoon clone, which has been extensively audited and vetted already we use that as a base and 
compare ‘cloned’ projects to the existing contract.  
 
DISCLAIMER: By reading this report or any part of it, you agree to the terms of this disclaimer. If you 
do not agree to the terms, then please immediately cease reading this report, and delete and destroy any 
and all copies of this report downloaded and/or printed by you. This report is provided for information pur-
poses only and on a non-reliance basis, and does not constitute investment advice. No one shall have 
any right to rely on the report or its contents, and SafeFairMoon and its affiliates (including holding com-
panies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SafeFairMoon) 
owe no duty of care towards you or any other person, nor does SafeFairMoon make any warranty or 
representation to any person on the accuracy or completeness of the report. The report is provided "as 
is", without any conditions, warranties or other terms of any kind except as set out in this disclaimer, and 
SafeFairMoon hereby excludes all representations, warranties, conditions and other terms (including, without 
limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the use of reasona-
ble care and skill) which, but for this clause, might have effect in relation to the report. Except and only 
to the extent that it is prohibited by law, SafeFairMoon hereby excludes all liability and responsibility, and 
neither you nor any other person shall have any claim against SafeFairMoon, for any amount or kind of 
loss or damage that may result to you or any other person (including without limitation, any direct, indi-
rect, special, punitive, consequential or pure economic loss or damages, or any loss of income, profits, 
goodwill, data, contracts, use of money, or business interruption, and whether in delict, tort (including with-
out limitation negligence), contract, breach of statutory duty, misrepresentation (whether innocent or negli-
gent) or otherwise under any claim of any nature whatsoever in any jurisdiction) in any way arising from 
or connected with this report and the use, inability to use or the results of use of this report, and any 
reliance on this report. The analysis of the security is purely based on the smart contracts alone. No ap-
plications or operations were reviewed for security. No product code has been 
reviewed. 



Background 

 
SafeFairMoon independently  performed an audit of FairMoon for the purposes of 

protecting investors from possible serial scammers for the following smart contracts: 

· https://bscscan.com/address/0xca578afee65fd2268d383f8fc4a9fc6ae1d2def0#code 

 

The purpose of the audit was to achieve the following: 

· Ensure that the smart contract functions as intended. 

· Identify potential security issues with the smart contract. 

 

The information in this report should be used to understand the risk exposure of the 

smart contract, and as a guide to improve the security posture of the smart contract 

by remediating the issues that were identified. 



Contract name: FairMoon 

Contract address: 0xCa578afEe65FD2268D383f8Fc4a9fc6Ae1d2Def0 

Total supply: ϱ͕ϬϬϬ͕ϬϬϬ͕ϬϬϬ� 

Initial Burn: N/A not found 

Initial Burn Tx: N/A not found 

Liquidity  Locked: N/A not found 

Liquidity  Locked Until: N/A not found 

Token ticker: &�/Z� 

Decimals: 9 

Token holders: 2,794 

Transactions count: 3,293 

Top 100 holders dominance: 90% 

Contract deployer address: 0xbD77bF4bCfE28690298C6283c919A1BCb3291130 

Contract’s current owner: 0xbD77bF4bCfE28690298C6283c919A1BCb3291130 

Current liquidity fee: 1% 

Current Distribution fee 1% 

Total tax fee: 2% 

PancakeSwap pair: 0x6ac37cb4677d111c07ab318e243b300f5e54f2cb 

PancakeSwap router: 0x05fF2B0DB69458A0750badebc4f9e13aDd608C7F 

Deployed at transaction: 0xe3a2bf681893021a42e21994c92b952fe97c7a3ee02f55df6f238b16982e7010 

Ownership Renounced Tx: N/A, Ownership has not been renounced.  

Proof of Liquidity Lock N/A not found 

Contract Details: 
 

Token Contract details as of 04/13/21 



FairMoon Token Distribution 



Code Audit Lite: Comparison to SafeMoon 
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Security Issues: 

High Severity Issues: 

 No high severity issues found. 

 

Medium Severity Issues: 

 The FairMoonV2 developers implemented a banning 

function in their code (Pg 12, TMJ, Pg 18, TMY, Pg 20, 

TMZ). Until contract is renounced, or until Monday April 

19th 2021 0:00 GMT, this will allow the FairMoon team to 

ban any address from transferring, buying, or selling their 

FarimoonV2.   

 

Low Severity Issues: 

 No low severity issues found. 
 



Conclusion: 
As this is a SafeMoon clone all differences were evaluated for the FairMoon V2 contract to the SafeMoon contract. 

SafeFairMoon found the original bug, missed by War On Rugs, that caused the FairMoon V1 contract needing to be 

discarded and redeployed in the form of FairMoon V2 has been remediated.  

 

The SafeMoon contract comes with some inherent exploits that have not been addressed in the updated version by 

the FairMoon team. This includes no minimum limit for max transaction size or a maximum limit for tax fees. This 

means the contract owner could set a very low max transaction limit or a very high tax fee to impede trading.  

 

SafeFairMoon also noticed a banning function implemented in the new contract. The banning function is rated as a 

severe risk to investors as it creates a centralized authority with the power to ban any address it pleases. The func-

tion allows the contract owner to ban any address from receiving or sending FairMoon tokens. By extension this also 

bans you from both buying and selling to the Pancakeswap exchange. Someone could for example buy the token and 

then be banned from selling it again. A rogue FairMoon developer could pick any address from the holders list and 

ban it from selling. The ban is permanent until lifted by the contract owner. 

The function can be used to ban addresses until April 19th 00:00 GMT. After this time is reached, the function can 

only be used for unbanning addresses. If ownership is renounced while addresses are still banned, they will remain 

banned forever. The FairMoon team has also deployed this code without specifying what the banning function is used 

for, demonstrating a lack of transparency for their investors.  

 

Although they have fixed the bug in the original contract, the banning function introduces a significant risk to investors 

losing their funds. The FairMoon team has a history of developers going rogue as evidenced by the ’dumping’ of to-

kens of their previous contract on investors for the amount of $1.8 million as detailed in SafeFairMoon’s Medium arti-

cle, so why the ban function was added to the contract is a mystery. 

Therefore SafeFairMoon has not gained reasonable assurance this contract is safe for prospective investors and give 

the FairMoon V2 contract an Adverse Opinion.  

 

 

SafeFairMoon note: 

Please check the disclaimer above and note, the audit makes no statements or warranties 

on business model, investment attractiveness or code sustainability. The report is provided 

for the only contract mentioned in the report and does not include any other potential 

contracts deployed by Owner. 

 


