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Disclaimer: Lite Audit 
 

 
This is a limited report on our findings based on our analysis, in accordance with good industry practice 
as at the date of this report, in relation to cybersecurity vulnerabilities and issues in the framework and 
algorithms based on smart contracts, the details of which are set out in this report. In order to get a full 
view of our analysis, it is crucial for you to read the full report. While we have done our best in con-
ducting our analysis and producing this report, it is important to note that you should not rely on this 
report and cannot claim against us on the basis of what it says or doesn’t say, or how we produced it, 
and it is important for you to conduct your own independent investigations before making any decisions. 
We go into more detail on this in the below disclaimer below – please make sure to read it in full.  
 
Lite Audit Report—Our Lite Audit Reports are specifically tailored to ‘clones’ of other projects. As MoonPi-
rate is a SafeMoon clone, which has been extensively audited and vetted already we use that as a base 
and compare ‘cloned’ projects to the existing contract.  
 
DISCLAIMER: By reading this report or any part of it, you agree to the terms of this disclaimer. If you 
do not agree to the terms, then please immediately cease reading this report, and delete and destroy any 
and all copies of this report downloaded and/or printed by you. This report is provided for information pur-
poses only and on a non-reliance basis, and does not constitute investment advice. No one shall have 
any right to rely on the report or its contents, and SafeFairMoon and its affiliates (including holding com-
panies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SafeFairMoon) 
owe no duty of care towards you or any other person, nor does SafeFairMoon make any warranty or 
representation to any person on the accuracy or completeness of the report. The report is provided "as 
is", without any conditions, warranties or other terms of any kind except as set out in this disclaimer, and 
SafeFairMoon hereby excludes all representations, warranties, conditions and other terms (including, without 
limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the use of reasona-
ble care and skill) which, but for this clause, might have effect in relation to the report. Except and only 
to the extent that it is prohibited by law, SafeFairMoon hereby excludes all liability and responsibility, and 
neither you nor any other person shall have any claim against SafeFairMoon, for any amount or kind of 
loss or damage that may result to you or any other person (including without limitation, any direct, indi-
rect, special, punitive, consequential or pure economic loss or damages, or any loss of income, profits, 
goodwill, data, contracts, use of money, or business interruption, and whether in delict, tort (including with-
out limitation negligence), contract, breach of statutory duty, misrepresentation (whether innocent or negli-
gent) or otherwise under any claim of any nature whatsoever in any jurisdiction) in any way arising from 
or connected with this report and the use, inability to use or the results of use of this report, and any 
reliance on this report. The analysis of the security is purely based on the smart contracts alone. No ap-
plications or operations were reviewed for security. No product code has been 
reviewed. 



Background 

 
SafeFairMoon was contacted by MoonPirate for an audit the purposes of protecting 

validating the following smart contracts are free of known bugs and issues: 

· https://bscscan.com/address/0xf09b7b6ba6dab7cccc3ae477a174b164c39f4c66#code 

 

The purpose of the audit was to achieve the following: 

· Ensure that the smart contract functions as intended. 

· Identify potential security issues with the smart contract. 

 

The information in this report should be used to understand the risk exposure of the 

smart contract, and as a guide to improve the security posture of the smart contract 

by remediating the issues that were identified. 



Contract name: MoonPirate 

Contract address: 0xf09b7B6bA6dAb7CccC3AE477a174b164c39f4C66 

Total supply: 100,000,000,000,000,000  

Initial Burn: 61,005,009,966,394,200 (61%) 

Initial Burn Tx: Multiple transactions (See Appendix A—Token Burn for Details) 

Liquidity  Locked — Liquidity Burned: 0xc4189bc138d0b1f02a88d65014ff7605f8d10e6e27e12783c28db326a56c7e18 

Liquidity  Locked Until: Forever 

Proof of Liquidity Lock 0xc4189bc138d0b1f02a88d65014ff7605f8d10e6e27e12783c28db326a56c7e18 

Token ticker: DKKEW/Z�d� 

Decimals: 9 

Token holders: 5,124 

Transactions count: 17,548 

Top 100 holders dominance: 84.3% 

Contract deployer address: 0x410E372657e088D5b7DB76346Cd958b1B642b984 

Contract’s current owner: N/A Ownership has been renounced.  

Ownership Renounced Tx: 0x761054a6b262d484be39099639a9b89465805c18f2a97f4b94a53726c1d7bc6d 

Current liquidity fee: 2% 

Current Distribution fee 2% 

Total tax fee: 4% 

Developer wallet: 0xb13ed693d5ba6e1254a6507b278f09c068e63c24 

PancakeSwap pair: 0xce22fc73892d9b4c2b6ff1b9b46a3c61b879bc11 

Deployed at transaction: 0x48b2bcb28f593a7853b5d1a75603285f319c5520c961ca66b3696e628295905c 

Contract Details: 
 

Token Contract details as of 04/18/21 



MoonPirate Token Distribution 



Code Audit Lite: Comparison to SafeMoon 



Code Audit Lite: Comparison to SafeMoon 



Code Audit Lite: Comparison to SafeMoon 



Security Issues: 

High Severity Issues: 

 No high severity issues found. 

 

Medium Severity Issues: 

 No medium severity issues found. 

 

Low Severity Issues: 

 No low severity issues found. 
 



Conclusion: 

As this is a SafeMoon clone all differences were evaluated for the MoonPirate contract to the SafeMoon 

contract. SafeFairMoon validated there were no apparent flaws in the changes from the SafeMoon contract 

and is  reasonably assured that there are no security related issues with the contract itself.  

 

SafeFairMoon did find there are 6.5% of the held by the developers sent to the developer wallet at the 

contract creation. This introduces the risk to investors of the developers ’dumping’ the token causing a large 

spike in sells and a token price decrease. Developers will sometimes set-up a developer wallet for payment 

of services, marketing, etc. for their tokens. Investors should monitor dev wallets to validate funds are being 

spent appropriately.  

 

With the liquidity locked from an initial liquidity burn, locking those tokens away from liquidity providers, in-

vestors can also be reasonably assured that a ‘rugpull’, characterized as owners of liquidity pool tokens 

suddenly pulling the liquidity leaving investors unable to sell, cannot occur.  

 

Due to the above, and the contract owner renouncing meaning no changes to the contract can occur SafeFairMoon 

has gained reasonable assurance this contract is safe for prospective investors and give the MoonPirate contract an 

Unqualified Opinion.  

 

 

 

 

 

 

 

 

SafeFairMoon note: 

Please check the disclaimer above and note, the audit makes no statements or warranties 

on business model, investment attractiveness or code sustainability. The report is provided 

for the only contract mentioned in the report and does not include any other potential 

contracts deployed by Owner. 



Appendix A—Initial Token Burn 
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