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Disclaimer: Standard Token Audit 
 

 
This is a limited report on our findings based on our analysis, in accordance with good industry practice as at the 
date of this report, in relation to cybersecurity vulnerabilities and issues in the framework and algorithms based on 
smart contracts, the details of which are set out in this report. In order to get a full view of our analysis, it is cru-
cial for you to read the full report. While we have done our best in conducting our analysis and producing this re-
port, it is important to note that you should not rely on this report and cannot claim against us on the basis of 
what it says or doesn’t say, or how we produced it, and it is important for you to conduct your own independent 
investigations before making any decisions. We go into more detail on this in the below disclaimer below – please 
make sure to read it in full.  
 
Standard Token Audit Report — Our Standard Token audit reports are specifically tailored to standardized launches on 
IDO platforms such as DxSale. As standard token launches are defined code with no variation we perform and anal-
ysis of the underlying code for vulnerabilities. These tokens are managed by the IDO in the token deployment and 
presale phase and the token owner remains the IDO platform.  
 
DISCLAIMER: By reading this report or any part of it, you agree to the terms of this disclaimer. If you do not 
agree to the terms, then please immediately cease reading this report, and delete and destroy any and all copies of 
this report downloaded and/or printed by you. This report is provided for information purposes only and on a non-
reliance basis, and does not constitute investment advice. No one shall have any right to rely on the report or its 
contents, and SafeFairMoon and its affiliates (including holding companies, shareholders, subsidiaries, employees, direc-
tors, officers and other representatives) (SafeFairMoon) owe no duty of care towards you or any other person, nor 
does SafeFairMoon make any warranty or representation to any person on the accuracy or completeness of the re-
port. The report is provided "as is", without any conditions, warranties or other terms of any kind except as set out 
in this disclaimer, and SafeFairMoon hereby excludes all representations, warranties, conditions and other terms 
(including, without limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the use of 
reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and only to 
the extent that it is prohibited by law, SafeFairMoon hereby excludes all liability and responsibility, and neither you 
nor any other person shall have any claim against SafeFairMoon, for any amount or kind of loss or damage that 
may result to you or any other person (including without limitation, any direct, indirect, special, punitive, consequential 
or pure economic loss or damages, or any loss of income, profits, goodwill, data, contracts, use of money, or busi-
ness interruption, and whether in delict, tort (including without limitation negligence), contract, breach of statutory duty, 
misrepresentation (whether innocent or negligent) or otherwise under any claim of any nature whatsoever in any juris-
diction) in any way arising from or connected with this report and the use, inability to use or the results of use of 
this report, and any reliance on this report. The analysis of the security is purely based on the smart contracts 
alone. No applications or operations were reviewed for security. No product code has been 
reviewed. 



Background 

 
SafeFairMoon was commissioned by Royal Protocol to perform an audit of smart 

contracts: 

· https://bscscan.com/address/0xcbcB497D505469F34463BBd5490CC46aE43f81cA#code 

 

 

 

The purpose of the audit was to achieve the following: 

· Ensure that the smart contract functions as intended. 

· Identify potential security issues with the smart contract. 

 

The information in this report should be used to understand the risk exposure of the 

smart contract, and as a guide to improve the security posture of the smart contract 

by remediating the issues that were identified. 



Contract name: Royal Protocol 

Contract address: 0xcbcB497D505469F34463BBd5490CC46aE43f81cA 

Total supply: 5,579,730,000,000.000 

Liquidity  Locked: Yes 

Liquidity  Locked Until: 04/15/22 

Proof of Liquidity Lock https://dxsale.app/app/pages/dxlockview?id=124&add=0&type=lpdx&chain=BSC 

Token ticker: ROY 

Decimals: 18 

Token holders: 454 

Transactions count: 2092 

Top 100 holders dominance: 97.28% 

Pancake Swap Holding % 3.1573% 

Contract deployer address: 0x82B9F1dCBF5e62d79ae22775A7657568E1403782 

Contract’s current owner: 0x82B9F1dCBF5e62d79ae22775A7657568E1403782 

Ownership Renounced Tx: No - owner is DxSale as is standard for their standard token launch 

PancakeSwap pair: 0x9b67167268476a443fd7e3cfa0fb2b260743e2a2 

PancakeSwap router: 0x05ff2b0db69458a0750badebc4f9e13add608c7f 

Deployed at transaction: 0xa27d4334a532abc87af270a07782b5d658864a5d9bba18951ae3a06325fe98d2 

Tokens Locked 53.76% 

Locked Until Vesting Schedule see Appendix A 

Contract Details: 
 

Token Contract details as of 05/03/21 



Royal Protocol Token Distribution 
 



Code Analysis: Standard Launch 
dŚĞ�ZŽǇĂů�WƌŽƚŽĐŽů�ŝƐ�Ă�ƐƚĂŶĚĂƌĚ�ůĂƵŶĐŚĞĚ�ƚŽŬĞŶ�ĨƌŽŵ��ǆ^ĂůĞ��^��ůĂƵŶĐŚƉĂĚ͘�dŚŝƐ�ŝƐ�Ă�ŽŶĞ-ƐƚŽƉ-ƐŽůƵƟŽŶ�ǁŚĞƌĞ��ǆ^ĂůĞ�ŵĂŶĂŐĞƐ�ďŽƚŚ�ƚŚĞ�ƚŽŬĞŶ�ĚĞƉůŽǇŵĞŶƚ�ĂŶĚ�
ƉƌĞƐĂůĞ͘��ǆ^ĂůĞ�ĂůƐŽ�ŬĞĞƉƐ�ĐŽŶƚƌĂĐƚ�ŽǁŶĞƌƐŚŝƉ�ĂŌĞƌ�ƚŽŬĞŶ�ŝƐ�ĚĞƉůŽǇĞĚ͘ 

 

dŚĞ�ƚŽŬĞŶ�ŝƚƐĞůĨ�ŝƐ�Ă�ƐƚĂŶĚĂƌĚ��Z�ϮϬ�ƚŽŬĞŶ�ǁŝƚŚ�ĨƌĞĞǌĞ�ĂŶĚ�ŵŝŶƚ�ĨƵŶĐƟŽŶƐ͘�dŚĞƐĞ�ƚǇƉĞƐ�ŽĨ�ĨƵŶĐƟŽŶƐ�ĂƌĞ�ƵƐƵĂůůǇ�ĐŚĂƌĂƌĐƚĞƌŝǌĞĚ�ĂƐ�ďĞŝŶŐ�ĐŽĚĞ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƌƵŐ�
ƉƵůů͘�ZƵŐ�ƉƵůůƐ�ĂƌĞ�ĚĞĮŶĞĚ�ĂƐ�ǁŚĞŶ�Ă�ĐŽŶƚƌĂĐƚ�ŽǁŶĞƌ�Žƌ�ŽǁŶĞƌ�ŽĨ�ůŝƋƵŝĚŝƚǇ�ƉŽŽů�ƉƵůůƐ�ƚŚĞ�ůŝƋƵŝĚŝƚǇ�ĨƌŽŵ�ĂŶ�ĞǆĐŚĂŶŐĞ�ůĞĂǀŝŶŐ�ŝŶǀĞƐƚŽƌƐ�ƵŶĂďůĞ�ƚŽ�ƐĞůů͘��ŽůŝƋƵĂůůǇ�ŝƚ�
ĐĂŶ�ĂůƐŽ�ŵĞĂŶ�ƚŚĞ�ĐŽŶƚƌĂĐƚ�ŽǁŶĞƌ�Žƌ�ĚĞǀ�ŵŝŶƟŶŐ�ŶĞǁ�ĐŽŝŶƐ�Žƌ�ĨƌĞĞǌŝŶŐ�Ăůů�ƚƌĂĚŝŶŐ�ůĞĂǀŝŶŐ�ŝŶǀĞƐƚŽƌƐ�ŚŽůĚŝŶŐ�ƚŚĞ�ďĂŐ͘�/Ŷ�ƚŚĞ�ĐĂƐĞ�ŽĨ�ZŽǇĂů�WƌŽƚŽĐĂů͕�ĂƐ�ŝƚ�ŝƐ�Ă�
�ǆ^ĂůĞ�ƐƚĂŶĚĂƌĚ�ƚŽŬĞŶ�ůĂƵŶĐŚ͕�ƚŚĞ�ƚŽŬĞŶ�ĚŽĞƐ�ŶŽƚ�ĂůůŽǁ�ƵƐĞ�ŽĨ�ƚŚĞƐĞ�ĨƵŶĐƟŽŶƐ�ĂŌĞƌ�ĚĞƉůŽǇŵĞŶƚ͘�dŚŝƐ�ŝƐ�ƚŚĞ�ƌĞƐƵůƚ�ŽĨ��ǆ^ĂůĞ�ƌĞƚĂŝŶŐ�ĐŽŶƚƌĂĐƚ�ŽǁŶĞƌƐŚŝƉ�ĂŶĚ�ƚŚĞ�
ĨƵŶĐƟŽŶƐ�ďĞŝŶŐ�ĚŝƐĂďůĞĚ�ĂŌĞƌ�ŝŶƟĂů�ŵŝŶƟŶŐ�ĂŶĚ�ĮŶĂůŝǌĂƟŽŶ�ŽĐĐƵƌƐ͘� 

DŝŶƚ�ĨƵŶĐƟŽŶƐ�ĐĂŶ�ďĞ�ƵƐĞĚ�ƚŽ�ĐƌĞĂƚĞ�ŶĞǁ�ƚŽŬĞŶƐ�ĂŶĚ�ĨƌĞĞǌĞ�ĨƵŶĐƟŽŶƐ�ĐĂŶ�ďĞ�ƵƐĞĚ�ƚŽ�ĨƌĞĞǌĞ�ƚŚĞ�ďĂůĂŶĐĞ�ĨŽƌ�ĂŶ�ĂĚĚƌĞƐƐ�ƌĞŶĚĞƌŝŶŐ�ƚŚĞ�ĂĚĚƌĞƐƐ�ŽǁŶĞƌ�ƚŽ�ďĞ�
ƵŶĂďůĞ�ƚŽ�ƚƌĂŶƐĨĞƌ�ƚŚĞ�ĂŵŽƵŶƚ͘�&Žƌ�ƚŚŝƐ�ƚŽŬĞŶ�ƚŚĞ�ĨƌĞĞǌĞ�ĨƵŶĐƟŽŶ�ŝƐ�ŝŶĐŽƌƉŽƌĂƚĞĚ�ƚŽŐĞƚŚĞƌ�ǁŝƚŚ�Ă�ŵŝŶƚ�ĨƵŶĐƟŽŶ�ƚŽ�ŵŝŶƚ�ŶĞǁ�ƚŽŬĞŶƐ�ƚŽ�ĂŶ�ĂĚĚƌĞƐƐ�ĂŶĚ�ĨƌĞĞǌĞ�
ƚŚĞŵ�ĨŽƌ�Ă�ƐƉĞĐŝĮĐ�ĂŵŽƵŶƚ�ŽĨ�ƟŵĞ͘� 

dŽ�ĞŶƐƵƌĞ�ŝŶǀĞƐƚŽƌƐΖ�ƐĂĨĞƚǇ�ŝƚ�ŝƐ�ƚŚĞƌĞĨŽƌĞ�ŝŵƉŽƌƚĂŶƚ�ƚŚĂƚ�ƚŚĞƐĞ�ĨƵŶĐƟŽŶƐ�ĂƌĞ�ŶŽƚ�ĂĐĐĞƐƐŝďůĞ�ƚŽ�ĂŶǇŽŶĞ͕�ĞǀĞŶ�ƚŚĞ�ŽǁŶĞƌ͘ 

&Žƌ�Ă��ǆ^ĂůĞ�ƐƚĂŶĚĂƌĚ�ƉƌĞƐĂůĞ�ƚŚĞ�ŵŝŶƟŶŐ�ĨƵŶĐƟŽŶ�ŝƐ�ŽŶůǇ�ƵƐĞĚ�ĚƵƌŝŶŐ�ƚŚĞ�ƉƌĞƐĂůĞ�ǁŚĞƌĞ�ƚŽŬĞŶƐ�ĐŽƌƌĞƐƉŽŶĚŝŶŐ�ƚŽ�ĞĂĐŚ�ĐŽŶƚƌŝďƵƚŽƌƐΖ�ĂŵŽƵŶƚ�ŝƐ�ŵŝŶƚĞĚ͘�tŚĞŶ�
ƚŚĞ�ƉƌĞƐĂůĞ�ŝƐ�ĮŶĂůŝǌĞĚ�ƚŚĞ�ŵŝŶƟŶŐ&ŝŶŝƐŚĞĚ�ǀĂƌŝĂďůĞ�ŝƐ�ƐĞƚ�ƚŽ�ƚƌƵĞ͘��ŶǇ�ŝŶƐƚĂŶĐĞ�ŽĨ�ƚŚĞ�ŵŝŶƟŶŐ�ĨƵŶĐƟŽŶ�ĐŚĞĐŬƐ�ŝĨ�ƚŚŝƐ�ǀĂƌŝĂďůĞ�ŝƐ�ĨĂůƐĞ�ƐŽ�ŶĞǁ�ƚŽŬĞŶƐ�ĐĂŶŶŽƚ�ĞǀĞƌ�
ďĞ�ŵŝŶƚĞĚ͘�dŚŝƐ�ǀĂƌŝĂďůĞ�ĐĂŶ�ŶŽƚ�ďĞ�ƐĞƚ�ďĂĐŬ�ƚŽ�ƚƌƵĞ�ŽŶĐĞ�ƐĞƚ�ƚŽ�ĨĂůƐĞ͘�dŚĞ�ŵŝŶƟŶŐ�ĨƵŶĐƟŽŶ�ŝƐ�ĂůƐŽ�ďĞ�ďůŽĐŬĞĚ�ďǇ�ƚŚĞ�ĨĂĐƚ�ƚŚĂƚ��ǆ^ĂůĞ�ƌĞƚĂŝŶ�ŽǁŶĞƌƐŚŝƉ͘ 

ZĞŐĂƌĚŝŶŐ�ƚŚĞ�ĨƌĞĞǌĞ�ĨƵŶĐƟŽŶ͕�ŝƚ�ǁŽƵůĚ�ŽŶůǇ�ďĞ�ĂĐĐĞƐƐŝďůĞ�ƚŚƌŽƵŐŚ�ƚŚĞ�ŵŝŶƚ�ŶĚ&ƌĞĞǌĞ�ĐĂůů�ǁŚŝĐŚ�ǁŝůů�ďĞ�ďůŽĐŬĞĚ�ďǇ�ƚŚĞ�ĨĂĐƚ�ƚŚĂƚ�ŵŝŶƟŶŐ&ŝŶŝƐŚĞĚ�ŝƐ�ĂůƌĞĂĚǇ�ƐĞƚ�
ƚŽ�ƚƌƵĞ͘ 

 

 

^ĂĨĞ&ĂŝƌDŽŽŶ�ŚĂƐ�ŐĂŝŶĞĚ�ƌĞĂƐŽŶĂďůĞ�ĂƐƐƵƌĂŶĐĞ�ƚŚŝƐ�ĐŽŶƚƌĂĐƚ�ŝƚƐĞůĨ�ŝƐ�ĚŽĞƐ�ŶŽƚ�ĐŽŶƚĂŝŶ�ĂŶǇ�ŬŶŽǁŶ�ďƵŐƐ�ƌĞƐƵůƟŶŐ�ŝŶ�ŝŶŚĞƌĞŶƚ�ƌŝƐŬ�ĨŽƌ�ƉƌŽƐƉĞĐƟǀĞ�ŝŶǀĞƐƚŽƌƐ͘�,ŽǁͲ
ĞǀĞƌ�ŝŶǀĞƐƚŽƌƐ�ƐŚŽƵůĚ�ƚĂŬĞ�ĐĂƵƟŽŶ�ĂŶĚ�ŵŽŶŝƚŽƌ�ƚŚĞ�ŝŶĚŝǀŝĚƵĂů�ǁĂůůĞƚƐ�ǁŝƚŚ�Ă�ƐŝŐŶŝĮĐĂŶƚ�ĂŵŽƵŶƚ�ŽĨ�ƚŚĞ�ƐƵƉƉůǇ͘�^ĂĨĞ&ĂŝƌDŽŽŶ�ŐŝǀĞƐ�ƚŚĞ�ZŽǇĂů�WƌŽƚŽĐŽů�ĐŽŶƚƌĂĐƚ�
ĂŶ�hŶƋƵĂůŝĮĞĚ�KƉŝŶŝŽŶ͘ 

 

1. Unqualified opinion - clean report. 

2. Qualified opinion - qualified report i.e. contract is fairly presented with exception of specified area. 

3. Disclaimer of opinion - disclaimer report i.e. assessment was not able to be made due restrictions in scope or lack of information provided 

by client. 

4. Adverse opinion - adverse audit report i.e. sever deficiencies that client’s contract is misrepresented, misstated, and do not accurately reflect 

claims by client.  

SafeFairMoon note: 

Please check the disclaimer above and note, the audit makes no statements or warranties 

on business model, investment attractiveness, team, or code sustainability. The report is provided 

for the only contract mentioned in the report and does not include any other potential 

contracts deployed by Owner. 

 

 



Security Issues: 

Critical Issues: 

 No high severity issues found. 

 

High Severity Issues: 

 No high severity issues found. 

 

Medium Severity Issues: 

 No medium severity issues found. 

 

Low Severity Issues: 

 No Low severity issues found. 

 
Note: As this was a pre-launch token ownership is not renounced, SafeFairMoon makes no claim of contract 

integrity if any changes are applied after the time the contract snapshot was taken.  
 



Conclusion: 
As this is a DxSale Standard Launch analysis was conducted on the DxSale standard code for token launches. 

SafeFairMoon validated there were no apparent flaws in the DxSale standard token launch process with the minting 

and freezing functions disabled. In addition, as DxSale retains ownership there is no risk of the Devs of the token 

changing the code to re-enable the minting function or conduct any other changes.  

 

SafeFairMoon reviewed the token holders list and found 53.78% of tokens locked within DxLocker amounting to 3trillion 

tokes. These tokens will be released to the developers are a vesting schedule with the first release scheduled for Oc-

tober 28th 2021 (See Appendix A: Vesting Schedule for details). Therefore we can assess there is not a significant 

risk to investors of developers ’dumping’ the token on investors before that date.. Investors should take caution and 

these monitor the vesting schedule.  

  

SafeFairMoon was able to validate that liquidity is locked via DxLocker until 04/15/2022. Therefore the risk of the own-

ers of the LP tokens ‘rugging’ investors, characterized as pulling liquidity and leaving investors unable to sell is signifi-

cantly reduced until that date.  

 

SafeFairMoon in their analysis of the DxSale Standard Launch contract and the DxSale Standard Launch process found 

no issues with the contract itself. SafeFairMoon has gained reasonable assurance this contract itself is does not con-

tain any known bugs resulting in inherent risk for prospective investors of Royal Protocol. Therefore SafeFairMoon gives 

the Royal Protocol contract an Unqualified Opinion.  

 

1. Unqualified opinion - clean report. 

2. Qualified opinion - qualified report i.e. contract is fairly presented with exception of specified area. 

3. Disclaimer of opinion - disclaimer report i.e. assessment was not able to be made due restrictions in scope or lack of information provided by client. 

4. Adverse opinion - adverse audit report i.e. sever deficiencies that client’s contract is misrepresented, misstated, and do not accurately reflect claims by client.  

 

 

 

SafeFairMoon note: 

Please check the disclaimer above and note, the audit makes no statements or warranties 

on business model, investment attractiveness or code sustainability. The report is provided 

for the only contract mentioned in the report and does not include any other potential 

contracts deployed by Owner. 

 



ŚƩƉƐ͗ͬͬĚǆƐĂůĞ͘ĂƉƉͬĂƉƉͬƉĂŐĞƐͬĚǆůŽĐŬǀŝĞǁ͍ŝĚсϬΘĂĚĚсϬǆĂϯď�ϬϴϯϲϭϬϵĨϰϮϭϳϬ�ϳϬ�ϲϴϰϵϬϭϴϳϬϭϮĐĚ�ϴĂϴϭϳΘƚǇƉĞсƚŽŬĞŶůŽĐŬΘĐŚĂŝŶс�^� 

Appendix A: Vesting Schedule 


