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Disclaimer: Lite Audit
This is a limited report on our findings based on our analysis, in accordance with good industry practice
as at the date of this report, in relation to cybersecurity vulnerabilities and issues in the framework and
algorithms based on smart contracts, the details of which are set out in this report. In order to get a full
view of our analysis, it is crucial for you to read the full report. While we have done our best in conducting our analysis and producing this report, it is important to note that you should not rely on this
report and cannot claim against us on the basis of what it says or doesn’t say, or how we produced it,
and it is important for you to conduct your own independent investigations before making any decisions.
We go into more detail on this in the below disclaimer below – please make sure to read it in full.
Lite Audit Report—Our Lite Audit Reports are specifically tailored to ‘clones’ of other projects. As SafeSex
is a SafeMoon clone, which has been vetted already we use that as a base and compare ‘cloned’ projects to the existing contract.
DISCLAIMER: By reading this report or any part of it, you agree to the terms of this disclaimer. If you
do not agree to the terms, then please immediately cease reading this report, and delete and destroy any
and all copies of this report downloaded and/or printed by you. This report is provided for information purposes only and on a non-reliance basis, and does not constitute investment advice. No one shall have
any right to rely on the report or its contents, and SafeFairMoon and its affiliates (including holding companies, shareholders, subsidiaries, employees, directors, officers and other representatives) (SafeFairMoon)
owe no duty of care towards you or any other person, nor does SafeFairMoon make any warranty or
representation to any person on the accuracy or completeness of the report. The report is provided "as
is", without any conditions, warranties or other terms of any kind except as set out in this disclaimer, and
SafeFairMoon hereby excludes all representations, warranties, conditions and other terms (including, without
limitation, the warranties implied by law of satisfactory quality, fitness for purpose and the use of reasonable care and skill) which, but for this clause, might have effect in relation to the report. Except and only
to the extent that it is prohibited by law, SafeFairMoon hereby excludes all liability and responsibility, and
neither you nor any other person shall have any claim against SafeFairMoon, for any amount or kind of
loss or damage that may result to you or any other person (including without limitation, any direct, indirect, special, punitive, consequential or pure economic loss or damages, or any loss of income, profits,
goodwill, data, contracts, use of money, or business interruption, and whether in delict, tort (including without limitation negligence), contract, breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under any claim of any nature whatsoever in any jurisdiction) in any way arising from
or connected with this report and the use, inability to use or the results of use of this report, and any
reliance on this report. The analysis of the security is purely based on the smart contracts alone. No applications or operations were reviewed for security. No product code has been
reviewed.

Background
SafeFairMoon was contacted by SafeSex for an audit the purposes of protecting validating the following smart contracts are free of known bugs and issues:
·

https://bscscan.com/address/0x6eA05F63DAF6b0Dc6b8bea94342330CC602c5536#code

The purpose of the audit was to achieve the following:
·

Ensure that the smart contract functions as intended.

·

Identify potential security issues with the smart contract.

The information in this report should be used to understand the risk exposure of the
smart contract, and as a guide to improve the security posture of the smart contract
by remediating the issues that were identified.

Contract Details:
Token Contract details as of 05/01/21
Contract name:

SafeSex

Contract address:

0x6eA05F63DAF6b0Dc6b8bea94342330CC602c5536

Total supply:

4,000,000,000 SEX

Initial Burn:

334,096,257 (Total)

Initial Burn Tx:

Initial Burn done in 5 transactions, See Appendix A: Initial Token Burn For Details

Liquidity

Locked:

Yes

Liquidity

Locked Until:

Yes, April 26 2025

Proof of Liquidity Lock

https://dxsale.app/app/pages/dxlockviewv1?id=1863&add=0&type=lpdefi&chain=BSC

Token ticker:

SEX

Decimals:

9

Token holders:

3,427

Transactions count:

11,714

Top 100 holders dominance:

64.65%

Pancake Swap % Holding

22.67%

Burn Address % Holding

8.35%

Contract deployer address:

0xd2fCDE02475790124043d97E2Bd91BB3c5B91993

Contract’s current owner:

0xd2fCDE02475790124043d97E2Bd91BB3c5B91993

Ownership Renounced Tx:

N/A - Not Renounced

Current liquidity fee:

6%

Current Distribution fee

2%

Total tax fee:

8%

PancakeSwap:

0xb3e552c93bafc4685962b382cc586a1be4aebcad

Deployed at transaction:

0x14e21af0f41c271c5ab86198b79a58924e3640d09022ba685320421bf62670f6

SafeSex Token Distribution
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Security Issues:
High Severity Issues:
No high severity issues found.

Medium Severity Issues:
·

The SafeSex developers implemented a banning function in their code (Figure 8, TMD and
Figure 10, TMA). Until contract is renounced, or until June 10 2021, this will allow the SafeSex
team to ban any address from transferring, buying, or selling the SEX token.

·

The ratio between the Liquidity threshold variable and the total token supply was set to 0.5
(Figure 5, TMH) . This means that ‘swapAndLiquify’ function will execute when the contract ac-

cumulates 50% of the total supply. This will result in a “dumping event” where 50% of the
amount held in the contract (25% of total supply) will be sold for BNB. The resulting BNB,
along with the remaining 50% of SEX tokens not sold, will be added to the liquidity pool.
This bug has been seen in other contracts, and has required mitigation methods such as
SafeSex has taken, or a tokenswap. To mitigate this issue the SafeSex team eliminated the
liqudity add function on 04/27/21 (See Appendix B for Transaction), meaning the dumping risk
is no longer an issue. However this also disables all liquidity adding via transaction taxes,
which also results in the charity wallet no longer receiving any amount from transaction taxes
via the liquidity add function.

Low Severity Issues:
No low severity issues found.

Conclusion:
As this is a SafeMoon clone all differences were evaluated for the SafeSex contract to the SafeMoon contract. SafeFairMoon validated there were no apparent flaws in
the changes from the SafeMoon contract and is reasonably assured that there are no security related issues with the contract itself.

SafeFairMoon however did find this contract suffered from the liquidity threshold amount being set incorrectly. The auto-liquidity bug as seen in other contracts causes a
’dumping’ of tokens via the liquidity add function amounting to 25% of the total token supply being sold on the market. This causes a significant risk to investors as this
would result in a rapid decrease in token price.
This issue was mitigated by the SafeSex team by disabling the liquidity add function (See Appendix B). However this results in the problem of the Tokenomics as originally stated being misrepresented as there is now no add to liquidity functionality, or automatic adding of funds to the charity wallet via the liquidity add function. The
Tokenomics have been updated by the SafeSex team and investors should evaluate this Token with the new Tokenomics.
Note: The bug itself can be mitigated as the SafeSex team has done, however it cannot be fixed without a token swap and editing the liquidity add threshold, therefore

the lack of a liquidity add function and automatic donation to the charity wallet is permanent.

SafeFairMoon found there is a banning function within the contract, this is rated as a Medium risk to investors, as it is not a contract breaking bug. However this function allows the SafeSex team to ban any address it pleases from buying, selling, or transferring SEX from the specified address. Someone could for example add liquidity
then proceed to have their address banned by the SafeSex team and therefore be exit scammed and be unable to sell. The SafeSex team claims this function was
implemented to ban ‘bots’ in case they entered into the presale. However the banning function is enabled until contract renouncement, or until June 10 2021 at which
time the function is disabled. This does pose a risk to investors being arbitrarily banned, or even the pancake swap address banned resulting in LP being unable to be
accessed and the execution of a ‘rugging’.
A portion of the tokens in the liquidity pool are locked in a contract until 04/26/25, investors can also be reasonably assured that a ‘rugpull’, characterized as owners of
liquidity pool tokens suddenly pulling the liquidity leaving investors unable to sell, cannot occur until that date via the owners pulling the liquidity. However the risk does
remain of the LP address being banned as described above.

SafeFairMoon has gained reasonable assurance this contract itself is does not contain any additional bugs resulting in inherent risk for prospective investors beyond the
liquidity add bug, which is now mitigated via disabling the liquidity add function. However investors should take caution that ownership is not renounced meaning the
liquidity add function can be re-enabled at anytime. In addition the ban function includes the inherent risk that an investors can be banned from trading the SEX token,
or the liquidity pool address from pancake swap can also be banned resulting in the halting of all trading. Although the contract no longer functions as intended without
the liquidityAdd function, the remaining issues described above in this section can be mitigated if the contract owners renounce ownership. With the above taken into
consideration SafeFairMoon gives the SafeSex contract an Qualified Opinion.

1.

Unqualified opinion - clean report.

2.

Qualified opinion - qualified report i.e. contract is fairly presented with exception of specified area.

3.

Disclaimer of opinion - disclaimer report i.e. assessment was not able to be made due restrictions in scope or lack of information provided by client.

4.

Adverse opinion - adverse audit report i.e. sever deficiencies that client’s contract is misrepresented, misstated, and do not accurately reflect claims by client.

SafeFairMoon note:

Please check the disclaimer above and note, the audit makes no statements or warranties
on business model, investment attractiveness, team, or code sustainability. The report is provided
for the only contract mentioned in the report and does not include any other potential
contracts deployed by Owner.

Appendix A: Initial Token Burn

Appendix B: Disabled Liquidity Function
Transaction: 0x155de05564503d9662a2f36f5418a9f8f08511acb8c9fee335390d16152bd07b

Validation of Liquidity fee set to 0: https://bscscan.comaddress/0x6ea05f63daf6b0dc6b8bea94342330cc602c5536#readContract

